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1. OBLWME NONOXEHUA 1. GENERAL PROVISIONS

1.1. Hacrtoswasa [lMonutnka obpabotkm u | 1.1. This Policy of Processing and
3aWmThl nepcoHanbHbIX JAaHHbIX Protection of Personal Data of Users of
lMonb3oBaTenen mMYHOTO KabuHeTa the Personal Account of Mixvel LLC
000 «Mwukcsen» (nanee - (hereinafter referred to as the “Policy”)
«MonuTtuka») ABNSAETCS NOKasnbHbIM is a local regulatory act of Mixvel LLC
HOPMaTUBHbIM aKToOM (hereinafter referred to as the
000 «Mwkceen» (nanee - “Company”), developed taking into
«ObLwecTBOY), pazpaboTaHa ¢ yyeTom account the requirements of the
TpeboBaHu KoHcTuTyummn Poccuinckom Constitution of the Russian Federation,
depepaumm, 3akoHoAaTENbHBIX U UHBIX legislative and other regulatory legal
HOPMaTUBHbIX npaBoOBbIX aKToB acts of the Russian Federation in the
Poccuiickon ®epepaummn B obnactu field of personal data.
nepcoHarnbHbIX AaHHbIX.

1.2. B lMonntuke yctaHaBnmBarTCs: 1.2. The Policy establishes the following:
— uenb, nopsifAokK n ycrnosusi — purpose, procedure and conditions of
06paboTkn NepcoHanbHbIX OaHHbIX; personal data processing;
— KaTteropum cybbekToB, — categories of subjects whose
nepcoHanbHble  OaHHble  KOTOPbIX personal data are  processed,
obpabaTbiBatoTCH, KaTteropuu categories (lists) of processed personal
(nepeyHn) obpabaTbiBaeMbIx data, methods, terms of their
nepcoHanbHbIX  OaHHbIX, Cnocobbl, processing and storage, procedure of
CpokM ux 06paboTkm u XpaHeHus, destruction of such data upon
NnopsgoK YHUUTOXEHUS! TakMX AaHHbIX achievement of processing purposes or
npu OOCTMXKEHUN Lenen obpaboTku upon occurrence of other legal
W NPY HacTYNIIEHNN NHBIX 3aKOHHbIX grounds;
OCHOBaHWI;
— MOMNOXEeHUs1, Kacawlunecs 3aluTbl — provisions related to personal data
nepcoHanbHbIX AaHHbIX, MpoLeayphl, protection, procedures aimed at
HanpaBfieHHble Ha BbISBMEHNE W detecting and preventing violations of
npegoTepaLleHne HapyLUeHnn the legislation of the Russian
3akoHogaTenbCcTBa Poccumckon Federation in the field of personal data,
depepaumm B 06nacTn nepcoHasnbHbIX as well as at eliminating the
OaHHbIX, a TaKkKe Ha YycTpaHeHune consequences of such violations.
nocrneacTBUN TakUX HapyLLUEHUN.

1.3. B uensax cobniogeHua Hactoswen | 1.3. In order to comply with this Policy, the
Monutnkn O6LWecTBO: Company:
— ocyliecTenseT obpaboTky — processes personal data of Personal
nepcoHarsnbHbIX OaHHbIX Account Users;
lMonb3oBaTtenen NMMYHOro KabuHeTa;
— MPUMEHsIeT eAuHble npoueaypbl — applies uniform procedures for
0bpaboTkm BCEX nepcoHanbHbIX processing all personal data at its
OaHHbIX, HaxoasLwmxcs B ero disposal and ensures the same level of
pacnopsbkeHuM, 1 obecneumBaeT protection;
O[MHaKOBbIN YPOBEHb UX 3ALLUTHI;
— NpeaocTaBnsieT HaxoasiWmecs B ero — provides personal data in its
pacnopsikeHumn nepcoHanbHble possession to third parties only in
OaHHble TpeTbUM nuuaM TONbKO B cases established by the laws of the
YCTaHOBIEHHbIX 3aKoHaMu Russian Federation;
Poccuiickon ®enepauuu cnydasx;
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— ocBobOoXxpgaeTca OT o00sA3aHHOCTU

— is exempt from the obligation to

3aKoHofaTenLCTBOM Poccunckon
Oepepauun  OOwectBo  ABnsieTcs
onepaTopoM MepCOHarbHbIX AaHHbIX.
Monutuka o06paboTkm nepcoHanbHbIX
AaHHbIx B O6LecTBe onpegenserca B
COOTBETCTBUMU co cnepywLwmMn
HOPMaTUBHBLIMW NPABOBbLIMW aKTaMMU:

npefocTaBnaTb cybbekTy provide information to the subject of
nepcoHanbHbIX AaHHbIX CBeAeHUs B personal data in cases established by
cnyyasx, YCTaHOBMEHHbIX the laws of the Russian Federation.
3aKoHOAaTenbLCTBOM Poccuinckon

denepauymu.

1.4. TllonuTtuka BCTynaet B cuny ¢ momeHTa | 1.4. The Policy shall come into force from
ee yTBEPXKOEHUS npukasom the moment of its approval by the order
reHepanbHOro AMpeKkTopa n encTeyeT of the General Director and shall
[0 ee OTMeHbI NN OO BBEEHUSI HOBOU remain in force until its revocation or
MonuTtumkun. until a new Policy is introduced.

1.5. BHeceHne wusmeHenun B [lonuTmky | 1.5. Amendments to the Policy shall be
npon3BoamnTCH no npukasy made by order of the General Director
reHepanoHoro gupekrtopa ObuiecTsa. of the Company. The amendments
M3ameHeHus BcTynawoT B Ccuny C shall come into force from the moment
MOMEHTa nognucaHuns of signing of the respective order.
COOTBETCTBYIOLLErNO NprKasa.

2. BAKOHOOATEINbHbLIE U UHbLIE 2. LEGISLATIVE AND OTHER
HOPMATUBHbIE NPABOBbIE REGULATORY LEGAL ACTS OF THE
AKTbl POCCUNCKOW RUSSIAN FEDERATION, IN
®EOEPALIMN, B COOTBETCTBUU ACCORDANCE WITH WHICH THE
C KOTOPbIMU OMNPEOENAETCA PERSONAL DATA PROCESSING
NONMUTUKA OBPABOTKHU POLICY IS DETERMINED
NEPCOHAJbHbIX OAHHbLIX
21. B coorBerctBUM ¢ pgencteyowmm | 2.1. In  accordance with the current

legislation of the Russian Federation,
the Company is an operator of personal
data. The policy of personal data
processing in the Company shall be
determined in accordance with the
following regulatory legal acts:

— TpyooBbiM kogekcoM Poccuinckomn
denepaumu;

—Labor Code of the Russian
Federation;

— @epeparnbHbIM 3aKOHOM oT
27.07.2006 Ne 152-03 «O
NepcoHarnbHbIX AaHHbIXY;

— Federal Law No. 152-FZ dated
27.07.2006 “On Personal Data”;

— Ykasom [pesngeHta Poccuickomn
depepaumm ot 06.03.1997 Ne 188 «O06
yTBepxaeHun [lepeyHs  ceBegeHun
KOH(pnaeHUMansHOro xapakrepay;

— Decree of the President of the
Russian Federation No. 188 dated
06.03.1997 “On Approval of the List of
Confidential Information”;

— lMocTtaHoBneHnem [paBuTenbcTBa

Poccuinckon depepaumm oT
15.09.2008 Ne 687 «O6 yTBEpXOEHUU
MonoxeHusa o6 ocobeHHoCcTAX

00paboTkn nepcoHanbHbIX OaHHbIX,
ocyulecTBnseMon 6e3 ncnonb3oBaHUst
cpencTB aBToMaTu3aummy;

— Resolution of the Government of the
Russian Federation No. 687 dated
15.09.2008 “On Approval of the
Regulation on the Specifics of Personal
Data Processing Performed Without
the Use of Automation Means”;

— [MocTtaHoBneHuem [lpaBuTenscTBa
Poccuiickon denepaumm oT

— Resolution of the Government of the
Russian Federation No. 512 dated
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06.07.2008 Ne 512 «O6 yTBEpPXKOEHUU
TpeboBaHui K mMaTepuarnbHbIM
HocUTEnAM BuomeTpryecKknx
nepcoHarnbHbIX AaHHbIX "
TEXHOMOMMAM XpaHEHUs TakUX AaHHbIX
BHe VHOPMAaLIMOHHBIX cuctem
NepcoHanbHbIX AaHHbIXY;

06.07.2008 “On Approval of
Requirements to Material Carriers of
Biometric Personal Data and
Technologies for Storage of Such Data
Outside Personal Data Information
Systems”;

— [MocTtaHoBneHnem [paBuTenbcTBa
Poccuinckon depnepaumn oT
01.11.2012 Ne 1119 «O6 yTBEpPXOEHUN
TpeboBaHWM K 3alLMTe NepcoHanbHbIX
OaHHbIX npu nx obpaboTke
B MHPOPMAaLMOHHbIX cucremax
NnepcoHanbHbIX AaHHbIXY;

— Resolution of the Government of the
Russian Federation No. 1119 dated
01.11.2012 “On Approval of
Requirements  for  Protection  of
Personal Data when Processing in
Information Systems of Personal Data”;

— lMNpukazom PCTOK Poccum ot
18.02.2013 Ne 21 «O6 yTBepxaeHun
CoctaBa n coaepKaHus
OpPraHn3aunoHHbIX U TEXHUYECKUX Mep

no obecne4yeHunto ©6e3onacHocTn
nepcoHanbHbIX  AaHHbIX NpU KX
obpaboTke B NMHOPMaLIMOHHBIX

cnctemMax nepcoHarnbHbIX OAaHHbBIX»;

— Order of the Federal Service for
Technical and Export Control of Russia
No. 21 dated 18.02.2013 “On Approval
of the Composition and Content of
Organizational and Technical
Measures to Ensure the Security of
Personal Data when Processing in
Personal Data Information Systems”;

— [lMpukasom  PockomHagsopa  oOT
05.09.2013 Ne 996 «O6 yTBEpPXAEHUM
TpeboBaHui “ MeTodoB no
o6e3nnynBaHnio nepcoHarnbHbIX
AaHHbIX»;

— Order of Roskomnadzor No. 996
dated 05.09.2013 “On Approval of
Requirements and Methods of
Personal Data Impersonalization”;

— WMHbIMM HOpMaTUBHLIMK NPaBOBLIMMA
aktamn Poccuinickon Pegepauum 1
HOPMaTUBHbIMU OOKyMeHTamu
YNOMTHOMOYEHHbIX opraHoB
rocygapCTBEHHOM BNacTu.

— Other regulatory legal acts of the
Russian Federation and regulatory
documents of the authorized state
authorities.

3. OCHOBHbIE TEPMUHbI U

3. GENERAL TERMS AND DEFINITIONS

COBOKYMHOCTb codepxaliuxcs B 6asax

OMPEOENEHUA

3.1. ABTOMaTM3upoBaHHass o6paboTtka | 3.1. Automated processing of personal
nepcoHanbHbIX faHHbIX — 06paboTka data — processing of personal data by
nepcoHasnbHbIX AaHHbIX C MOMOLLbIO means of computer hardware.
CpeacTB BbIYUCIUTENBHOW TEXHUKMN.

3.2. BnokupoBaHue nepcoHanbHbix | 3.2. Blocking of personal data --
AaHHbIX — BPEMEHHOe npekpalleHne temporary cessation of personal data
06paboTkM MepcoHanbHbIX  AaHHbIX processing (except for cases when
(3a ucknoyeHnem  criyvaeB,  Korga processing is necessary to clarify
obpaboTka Heobxoauma ans personal data).

YTOYHEHMWS NMEPCOHANbHbIX AaHHbIX).

3.3. WHdopmauusa - ceegeHns | 3.3. Information — information (messages,
(coobleHuns, AaHHble) HE3aBUCUMO OT data) regardless of the form of its
dopMbI X NpeacTaBreHuns. presentation.

3.4. WHbdopmaumnoHHasn cuctema | 3.4. Personal data information system —
nepcoHasnbHbIX AaHHbIX - a set of personal data contained in

databases and information
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OaHHbIX MNEepCOHanbHbIX AaHHbIX W technologies and technical means
obecneymBawowmx  mx  obpaboTky ensuring their processing.
WH(POPMALIMOHHBLIX ~ TEXHOMOrMA U

TEXHUYECKMX CPeacTB.

3.5. O6esnuuuBaHue nepcoHanbHbIX | 3.5. Personal data impersonalization —
AaHHbIX — OEUCTBUA, B pesynbrarte actions, as a result of which it becomes
KOTOpPbIX CTaAHOBUTCA HEBO3MOXHbIM impossible to determine the belonging
0e3 1cnonb3oBaHUS LOMNOSNTHUTENbHOM of personal data to a particular subject
WHpopmauum onpenenutb of personal data without using
NpUHaANEXHOCTb nepcoHanbHbIX additional information.

OaHHbIX KOHKPETHOMY cybbekTy
nepcoHanbHbIX AaHHbIX.

3.6. OO6paboTka nepcoHanbHbIX AaHHbIX | 3.6. Processing of personal data — any
— moboe pencrteve (onepaumsi) unu action (operation) or set of actions
COBOKYMHOCTb AeWCcTBUWA (onepauui), (operations) performed with the use of
COBEpLUAEMbIX C  UCMOSfb30BaHNEM automation means or without the use of
cpeacTts aBToMarTmnsauum such means with personal data,
mnun 6e3 ncnonb3oBaHnus Taknx including collection, recording,
CPELCTB C NepcoHarnbHbIMU AaHHbLIMMU, systematization, accumulation,
BKItoYas cbop, 3anuchb, storage, clarification (update, change),
cuctemartum3aumio, HakonneHuve, extraction, use, transfer (distribution,
XpaHeHue, yTovHeHune (oBHoBneHue, provision, access), impersonalization,
N3MEHEHNE), n3BneveHve, blocking, deletion, destruction of
UCnornb30oBaHue, nepegavy personal data.

(pacnpocTpaHeHne, NpeaocTaBrieHue,
Joctyn), obe3nnunBaHue,
©nokmpoBaHwe, yOoaneHue,
YHUYTOXEHWNE NEPCOHANbHbIX AAHHbIX.

3.7. Onepatop — rocygapcTBeHHbIn opraH, | 3.7. Operator — a state authority, municipal
MYHULMNanbHbIA OpraH, ropuanveckoe authority, legal entity or individual,
unu cusnyeckoe nuuo, independently or jointly with other
CaMOCTOATENbHO UMW COBMECTHO C persons organizing and (or) carrying
apyrmMu - nuuamu - opraHuayoLime out processing of personal data, as well
n (unu) ocyulectensowme obpaboTky as determining the purposes of
nepcoHanbHbIX OaHHbIX, a Takke personal data processing, composition
onpegensiowine  uenn  0bpaboTku of personal data subject to processing,
nepcoHanbHbIX OaHHbIX, cocTtaB actions (operations) performed with
nepcoHanbHbIX AaHHbIX, Noanexalumx personal data.
obpaboTke, pgencteua (onepauum),
coBepwiaeMble C  MNepCoHanbHbIMU
OaHHbBIMMU.

3.8. MNepcoHanbHble paHHble — nwobasi | 3.8. Personal data — any information
MHdOPMaLKS, OTHOCALLAACA K NPAMO relating to a directly or indirectly
UM KOCBEHHO onpeaeneHHoOMYy Wunu defined or identifiable natural person
onpegensieMomy pusmdeckomy nuuy (subject of personal data).

(cybbekTy nepcoHarnbHbIX AaHHBIX).

3.9. TlepcoHanbHble AaHHble, | 3.9. Personal data authorized by the
pa3pelleHHble Cy6bLeKToM subject of personal data for
nepcoHasnbHbIX AaHHbIX distribution — personal data, access to
ANA pacnpocTpaHeHus - which is provided by the subject of
nepcoHanbHble  AaHHble,  OOCTyn personal data to an unlimited number
HeorpaHW4YeHHOro Kpyra fnu K KOTOpbIM of persons by giving consent to the
npefocTaBneH cybGbekToMm processing of personal data authorized
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nepcoHanbHbIX AaHHbIX MyTemM Aadu by the subject of personal data for
cornacusi Ha obpaboTky distribution in accordance with the
nepcoHanbHbIX JaHHbIX, pa3peLleHHbIX procedure provided for by the current
Cy6bLEKTOM nepcoHarnbHbIX  AaHHbIX legislation of the Russian Federation.
ANsi  pacnpocTpaHeHus B NOpsAke,

npeaycMOTPEHHOM OENCTBYOLLMM

3aKoHOOaTenNbCTBOM Poccuinckon

depnepaumm.

3.10. MNpepoctaBneHne nepcoHanbHbIX | 3.10. Provision of personal data — actions
AaHHbIX — OENCTBUS, HamnpaBleHHble aimed at disclosure of personal data to
Ha pacKpbITUe NepcoHarbHbIX AaHHbIX a certain person or a certain circle of
onpegeneHHoMy niuy unu persons.
onpegeneHHoOMy Kpyry nuu,.

3.11. PacnpocTpaHeHue nepcoHanbHbix | 3.11. Distribution of personal data -
AaHHbIX — OENCTBUSA, HanpaBfieHHble actions aimed at disclosure of personal
Ha pacKkpblTUe NepcoHanbHbIX AaHHbIX data to an indefinite number of
HeonpeaeneHHoOMY Kpyry NnuLl. persons.

3.12. TpaHcrpaHuyHas nepepaya | 3.12. Cross-border transfer of personal
nepcoHasnbHbIX AaHHbLIX — Nepegaya data - transfer of personal data to the
nepcoHanbHbIX OaHHbIX territory of a foreign country to a foreign
Ha TeppuTOpUIO WHOCTPaHHOro government authority, a foreign
rocygapcTea opraHy BnacTtu individual or a foreign legal entity.
WHOCTPaHHOro rocyaapcraa,

WHOCTPaHHOMY  (PU3NYECKOMY  NnLY
WNN  MHOCTPAHHOMY  OPUANYECKOMY
nmuy.

3.13. YHuuTOXEHMe nepcoHanbHbix | 3.13. Destruction of personal data -
AaHHbIX — [OEencTBus, B pesyrnbrate actions as a result of which it becomes
KOTOPbIX CTaHOBUTCH HEBO3MOXHbIM impossible to restore the content of
BOCCTaHOBUTb cofepxaHue personal data in the information system
nepcoHasnbHbIX OaHHbIX B of personal data and (or) as a result of
MHdOPMaLIMOHHON cucteme which material carriers of personal data
nepcoHanbHbIX AaHHbIX W (MnM) B are destroyed.
pesynbraTe KOTOPbIX YHUYTOXaKTCSH
MaTtepuarnbHble HocuTenu
nepcoHasnbHbIX JaHHbIX.

4. YCNOBUA OBPABOTKMU 4. CONDITIONS OF PERSONAL DATA
NEPCOHANBbHbIX OAHHbIX PROCESSING

4.1. O6paboTka nepcoHanbHbIX fAaHHbiX | 4.1. Processing of personal data shall be
ocyllecTBnsieTcs B cnegyroLmnx carried out in the following cases:
cnyJasx:

4.1.1. ¢ cornacua cybbekta nepcoHanbHbiX | 4.1.1. with the consent of the personal data
JAaHHbIX; subject;

4.1.2.B cBA3M C ocywecTBneHnem npasB u | 4.1.2. in connection with the exercise of the
3aKOHHbIX MHTepecoB ObLLEeCTBa; rights and legitimate interests of the

Company;

4.1.3.B cBs3M C wucnonHeHnem porosopa, | 4.1.3. in connection with the execution of an
3aKMIOYEHHOTO  Mexay  CybObekTom agreement concluded between the
nepcoHarnbHbIX AaHHbIX 1 O6LLecTBOM; personal data subject and the

Company;
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rnopy4mTenem, no KOTOpoMy SIBMSieTcs
CcyOBbEeKT nepcoHanbHbIX AaHHbIX, a
Takke ANs 3akIoYeHus gorosopa Mo
MHULUMATUBE CyObekTa nepcoHanbHbIX
HAaHHbIX MW OOroBOpa, Mo KOTOPOMY
cy6beKT nepcoHanbHbIX AaHHbIX OyaeT

4.1.4. pns DOCTMXKEHUS uenen, | 4.1.4. in order to achieve the purposes
npeayCMOTPEHHbIX  MeXAyHapOaAHbIM provided for by the international
porosopom Poccuiickon depnepauum treaty of the Russian Federation or by
UM 3aKOHOM, AN OCYLEeCTBMEHUS U law, to implement and fulfill the
BbIMNOSIHEHUSA BO3STOXKEHHbIX functions, powers and duties
3aKoHo4aTeNnbLCTBOM Poccuiickon assigned to the operator by the
denepaumm Ha onepatopa yHKUUN, legislation of the Russian Federation;
NOMHOMOYMI N 00A3aHHOCTEW;

415.B cBasn c yyactmem nwmua B | 4.1.5. in connection with a person's
KOHCTUTYLIMOHHOM, rpaxgaHCKoM, participation in constitutional, civil,
afMUHUCTPATUBHOM, YrosioOBHOM administrative, criminal proceedings,
Cy[oonpon3BoaCTBeE, proceedings in arbitration courts;
CyaonpounsBoAcTBe B apbuTpakHbIX
cynax;

4.1.6. ons ucnonHeHus cynebHoro akTa, akta | 4.1.6. for execution of a judicial act, act of
Apyroro opraHa wnuM OOSMKHOCTHOro another body or official subject to
nvua, noanexawmx WCNONHEHU B execution in accordance with the
COOTBETCTBMM C 3aKOHOAaTENbCTBOM legislation of the Russian Federation
Poccuiickon depepaumm 06 on enforcement proceedings;
NCMNOSTHUTENBHOM MPOU3BOACTBE;

4.1.7. pna NCMNONTHEHUS nonHomounn | 4.1.7. for the execution of the powers of

dhegepanbHbIX OpraHoB federal executive authorities, bodies
WCMNOSIHUTENBHON  BRacTu, OpPraHoB of state extra-budgetary funds,
rocynapCTBEHHbIX BHEOOIKETHBIX executive bodies of state power of the
¢OoHAOB, WCMOMHUTESNbHBIX OpraHoB subjects of the Russian Federation,
rocygapCTBEHHOM BriacTu cybbekToB local self-government bodies and
Poccuinckon  depepaumn, opraHos functions of organizations involved in
MECTHOro camoynpasneHns 1 pyHKLUN the provision of state and municipal
opraHusaummn, y4acTBYHOLLMX B services respectively, provided by the
npegocTasneHum COOTBETCTBEHHO Federal Law of 27.07.2010
rocyAapCTBEHHbIX N MyHULMUNANbHbIX No.210-FZ “On Organization of
ycnyr, npeaycMOTPEHHbIX Provision of State and Municipal
®depnepanbHbiM 3akoHoM oT 27.07.2010 Services”, including the registration of
Ne 210-#3 «O6  opraHusauuu the personal data subject on the
npeaocTaBneHusl rocygapcTBEHHbIX U unified portal of state and municipal
MYH/UMMAmNbHbBIX — YCRyr»,  BKMo4as services;
pervcTpaumio cybbekTa
NepcoHarnbHbIX [OaHHbIX Ha €OUHOM
noprane rocyAapCTBEHHbIX "
MyHUUMMANbHbIX — ycriyr 1 (1unu)
pernoHanbHbIX nopranax
roCyAapCTBEHHbIX M MYHULUNASbHbIX
ycnyr,

4.1.8. pns ucnonHeHnsa gorosopa, ctopoHou | 4.1.8. for the execution of the contract to
KOTOpPOro nnéo which the personal data subject is a
BblrogonpuodpeTarenem unu party or a beneficiary or guarantor, as

well as for the conclusion of the
contract at the initiative of the
personal data subject or of the
contract under which the personal
data subject will be a beneficiary or
guarantor;
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ABNATHLCS BblrogonpuobpeTatenem
UK Nopy4YnTenem;

nepcoHarnbHbIX AOaHHbIX, Kacaklnxcad

pacoBoWu, HaLMOHanbHoOM
NPUHaANEXHOCTH, NONUTUYECKMX
B3rMsA0B, PEenurmo3HbIx unu

dunocodckux yoexxaeHumn, CoCToAHUSA

4.1.9. ons ocyuwecTeneHns npaeB 1 3akoHHbIX | 4.1.9. to exercise the rights and legitimate
WHTEPECOB ornepatopa WnNn TpeTbux interests of the operator or third
iy, nmbo ans JOCTWXKEHUA parties or to achieve socially
00LEeCTBEHHO 3HAYMMbIX Lenen npu important goals, provided that the
yCcrnoBun,  4TO MNpU  3TOM  He rights and freedoms of the personal
HapywarwTcss npaBa W  cBOOOAbI data subject are not violated;
cybGbekTa NnepCoHanbHbIX OAaHHbIX;

41.10.8 cratuctmyeckux  unum  wuHbix | 4.1.10. for statistical or other research
uccnegoBaTenbCckux - Uensx, npwm purposes, provided that the personal
ycrnosuu 0ba3aTensHOro data are impersonalized. The
obe3nnunBaHus nepcoHanbHbIX exception is the processing of
AaHHbIX.  WcknioyeHue coctaBndet personal data for the purpose of
obpaboTka nepcoHanbHbIX AaHHbIX B promotion of goods, works, services
Lensax NpoABMXKEHUS TOBapOB, padoT, on the market by means of direct
YCNYT Ha PbIHKE MyTeM OCYLLEeCTBEHNS contacts with potential consumers, as
NPSMbIX KOHTaKTOB C MOTEHUManbHbIM well as for political agitation
notpebutenem c MNOMOLBI CPeacTB purposes;

CBA3K, a TaKKE B LENsX NONMTUYeCcKomn
arutauuu;

4.1.11. obpaboTka nepcoHanbHbIX AaHHbIX, | 4.1.11. processing of personal data obtained
Nony4YeHHbIX B pesynbTarte as a result of personal data
obe3nmunBaHus nepcoHanbHbIX impersonalization is carried out in
OaHHbIX, OCYyLIEeCTBNAeTCa B Lensax order to improve the efficiency of
NOBbILLEHNS 3 PEKTUBHOCTU state or municipal administration, as
rocyapCTBEHHOro unum well as for other purposes.
MYH/UMMANbLHOrO  ynpaBfeHus, a
TaKkKe B MHbIX LENsiX.

4.2. CornacHo aencteywowemy | 4.2.  According to the current legislation, in
3aKoHodaTenbCTBy B OTAENbHbIX certain cases it is not required to obtain
cnydasx He TpebyeTca nonydeHus the written consent of the data subject
NUCbMEHHOIo cornacusi cybbekta Ha for the processing of his/her personal
o6paboTky ero nepcoHarnbHbIX data.

AaHHbIX.

43. B cneayoLwmnx cny4yasx (3a | 4.3. In the following cases (except for the
UCKIIOYEHNEM cneyunanbHO cases specifically stipulated in the
00roBOpEHHbIX B depepanbHoOM Federal Law dated 27.07.2006
3akoHe oT 27.07.2006 Ne 152-93 «O No. 152-FZ “On Personal Data”) the
NepcoHarnbHbIX [aHHbIX»  CIy4yaeB) written consent of the data subject to
TpebyeTcs nNMUCbMEHHOE  cornacue the processing of his/her personal data
cybbekTa Ha 0o6paboTky ero is required:
nepcoHarnbHbIX AaHHbIX:

4.3.1. BKNoYeHne nepcoHaneHbIX AaHHbix | 4.3.1. inclusion of the subject's personal
cybbekTa B obLwenocTynHble data in publicly available sources of
WUCTOYHUKN NEePCOHanbHbIX AaHHbIX; personal data;

4.3.2. obpaboTka cneumaneHbiXx kKateropunm | 4.3.2. processing of special categories of

personal data concerning racial,
national origin, political views,
religious or philosophical beliefs,
state of health, intimate life,

information on criminal record;
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300pOBbSl, UHTUMHOM XXWU3HWU, CBEOEHWI
0 CyauMOcCTH;

nonydeHol OOWeEecTBOM OT nuua, He
ABMSOLLErocs cybbekTom
nepcoHarnbHbIX AaHHbIX, NPU YCNOBUK

4.3.3. obpaboTka buometpuyecknx | 4.3.3. processing of biometric personal data
nepcoHarnbHbIX AaHHbIX (CBEeAEHWN, (information characterizing
KoTopble XapakTepuaytoT physiological and biological features
dusnonornyeckne n OGuonormdeckme of a person, on the basis of which it is
0COOEHHOCTM YerioBeKa, Ha OCHOBaHUM possible to establish his/her identity
KOTOPbIX MOXHO YCTaHOBWUTb €ro and which is used by the operator to
NNYHOCTL M KOTOPblE MCMNOSbL3YHTCA establish the identity of the personal
onepatopoMm  Ansi  yCTaHOBNEHWs data subject);
nnyHoctTn cybbekta nepcoHanbHbIX
OaHHbIX);

4.3.4. npuHaTune Ha ocHoBaHun | 4.3.4. making decisions on the basis of
WCKMIOYMNTENBHO aBTOMaTU3NPOBaHHON exclusively automated processing of
00paboTkMm nepcoHanbHbIX  AaHHbIX personal data that give rise to legal
peLleHunn, nopoXaarLLmnx consequences in relation to the
ropuanyeckmne nocneacTeums B personal data subject or otherwise
OTHOWeHMN cybbekTa nepcoHarnbHbIX affect his/her rights and legitimate
OAaHHbIX nnm MHbIM obpasom interests.
3aTparmBalolMx ero npaea M
3aKOHHbIE UHTEpPECHI.

4.4. Tlpm otcytctBumM  HeobxogmmocTtu | 4.4. Inthe absence of the need to obtain the
nonyyeHnst cornacuss cybbekta Ha subject's consent to the processing of
00paboTKy nepcoHanbHbIX AaHHbLIX B personal data in written form,
NMCbMEHHOW bopMe, YCTaHOBMEHHON established by the Federal Law of
denepanbHbIM 3akoHOM OT 27.07.2006 27.07.2006 No. 152-FZ “On Personal
Ne 152-03 «O  nepcoHanbHbIX Data”, the subject's consent may be
OaHHbIX», cornacmne cybbekta MoxeT given by the subject of personal data or
ObITb 4aHO CyObEKTOM nepcoHanbHbIX his/her representative in any form
AaHHbIX WNW ero npeacraBuTenem B allowing to confirm the fact of obtaining
nobon nossonsWen noaTsepanTb the consent, including in electronic
dakT nonyvyeHus corrnacua gopme, B form (by ticking the appropriate box).
TOM 4uCre B 3NEKTPOHHOM Buae
(MyTem npocTaBneHus ranoykm B
COOTBETCTBYIOLLEM OKHE).

4.5. Ob6paboTka 6uomeTtpudeckux | 4.5. Processing of biometric personal data,
nepcoHanbHbIX  OaHHbIX, KOTOpble which characterize physiological and
XapakTepusylT duanonorndyeckme wu biological features of a person, on the
Ovonoruyeckne 0CObOeHHOCTH basis of which it is possible to establish
yernoBeka, Ha OCHOBaHUW KOTOPbIX his/her identity and which are used by
MOXHO YCTaHOBUTb €ro fUYHOCTb WU the operator to establish the identity of
KOTOpble WCMNONb3YTCA OnepaTopom the subject of personal data is allowed
ans yCTaHOBMEHUS NNYHOCTU only in cases provided for in the
cybbekta nepcoHanbHbIX  AaHHbIX Federal Law of 27.07.2006 No. 152-FZ
pornyckaetcsd TOMbkO B chny4asx, “On Personal Data”.
npegycMoTpeHHbIX B PenepanbHOM
3akoHe oT 27.07.2006 Ne 152-93 «O
nepcoHanbHbIX AaHHbIXY.

4.6. [lepcoHanbHble OaHHble MoryT ObiTb | 4.6. Personal data may be obtained by the

Company from a person who is not the
subject of personal data, provided that
the requirements of the law are met.
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npuHUMaembix 06paboTynkoM mMep no
obecneyveHnto 3aWmThbl
obpabaTbiBaeMbIX MM MNEPCOHANbHbIX
AaHHbIX, BKNo4asa TpeboBaHne 06

cobntogeHns TpeboBaHui
3aKoHoAaTenbCcTBa.

4.7. [Ooctyn k ob6pabGaTtbiBaembiMm B | 4.7. Access to personal data processed by
OOuwecTtBe nepcoHanbHbIM  AaHHbIM the Company shall be allowed only to
paspellaeTcss TONMbKO paboTHMKaMm the Company's employees whose job
O6uecTBa, B JOJTKHOCTHbIE description includes personal data
06s13aHHOCTH KOTOpPbIX BXOAUT processing.
0o6paboTka nepcoHarnbHbIX aHHbIX.

4.8. O6LecTtBo Brpase nopyuntb | 4.8. The Company has the right to entrust
006paboTKy nepcoHanbHbIX  AaHHbIX the processing of personal data to third
TpeTbMM nuuam — obpabotumkam — parties - processors - on the basis of
Ha OCHOBaHWUW 3aKIIlO4aEeMbIX C 3TUMMU contracts concluded with such persons.
nuuamn gorosopos. K Takum nvuam, B Such persons include, in particular,
YacTHOCTK, OTHOCHATCS MOCTaBLUMKN service providers who assist the
ycnyr, kotopble nomoratoT O0uecTBy B Company in its activities.
€ro AeATenbHOCTU.

4.9. B cnyuvae, ecnu ObuwecTtBo nopyyaet | 4.9. If the Company entrusts the processing
00paboTKy nepcoHanbHbIX  AaHHbIX of personal data to another person, the
Opyromy  nuudy,  OTBETCTBEHHOCTb Company shall be liable to the personal
nepeg CcybbekToM  MepcoHanbHbIX data subject for the actions of the said
OaHHbIX 332 ENCTBUSA yKa3aHHOro nuua person. The person who processes
HeceT O6wecTBoO. Jlnuo, personal data on behalf of the
ocyllecTBRsioLee 06paboTKy Company shall be liable to the
nepcoHarnbHbIX AaHHbIX MO NOPYYEHUIO Company.

OO6ulecTBa, HeceT OTBETCTBEHHOCTb
nepen O6LiecTBOM.

4.10. O6paboTumkn obasytorca cobnogath | 4.10. The Processors undertake to comply
npuvHUMNBI 1M npaBuna obpaboTkm with the principles and rules of personal
nepcoHanbHbIX OaHHBbIX, data processing stipulated by the
npeaycMoOTpeHHbIe depepanbHbIM Federal Law dated 27.07.2006 No.
3akoHom oT 27.07.2006 Ne 152-3 «O 152-FZ “On Personal Data” (including
nepcoHanbHbIX AaHHbIX» (BKMOYas CT. Article 18.1 and Part 5 of Article 18),
18.1 n 4. 5 ct. 18), UHBIMKU 3aKOHaMU U other laws and by-laws. For each
NoAa3akoHHbIMK akTamu. [Onga kaxgoro processor, the contract will define:
obpabotuMka B pgoroBope OyayT
onpeaeneHsl:

4.10.1. nepeyeHb obpabatbiBaembix | 4.10.1. the list of personal data processed;
NnepcoHarnbHbIX AaHHbIX;

4.10.2. uenu nx obpaboTku; 4.10.2. the purposes of their processing;

4.10.3. nepeyeHb pencteun (onepaumn), | 4.10.3. the list of actions (operations) to be
KoTopble OyayT coBepwartbca C performed with personal data by the
nepcoHanbHbIMU OaHHbIMU processor;
00paboTynKoM;

4.10.4. 06s3aHHOCTb obpaboTunka no | 4.10.4. the obligation of the processor to
cobntogeHnto KOHMAEHLMaNbHOCTUN 1 maintain confidentiality and security
obecneyeHmno BesonacHocTn of personal data during their
nepcoHanbHbIX  AaHHbIX  MNpU  UX processing, as well as the list of
obpaboTke, a TaKkKke nepeyeHb measures taken by the processor to

ensure the protection of personal
data processed by it, including the
requirement to notify the Company of
incidents with personal data;
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yBeaoMIEHUN ObuwecTBa 06
NMHUMAeHTax Cc nepcoHarbHbIMU
OaHHbIMU;

4.10.5. obs3aHHOCTL Mo 3anpocy ObuiecTBa

B TEYEHMNE CPOoKa AeNCTBMS NOPYyvEHUs
Ha 06paboTKy NMepCcoHanbHbIX AaHHbIX
npegocTaBnsaTb O6LECTBY AOKYMEHTbI
" NHYO WMHpopmMaumto,
noATBepXxaawowme npuHATUE Mep U
cobnogeHne B UensiX WCMNOJTHEHMUS
nopyyeHus Ob6uwectBa TpeboBaHu,
YCTaHOBMEHHbIX depnepanbHbIM
3akoHoM oT 27.07.2006 Ne 152-93 «O
NnepcoHarnbHbIX AaHHbIXY.

4.10.5. obligation to provide the Company

with documents and other information
confirming the measures taken and
compliance with the requirements set
forth by the Federal Law No. 152-FZ
“On Personal Data” dated 27.07.2006
for the purpose of execution of the
Company's assignment, upon the
Company's request during the term of
validity of the assignment for
personal data processing.

OOLyecTBe OCYyLLECTBNAETCHA C Y4ETOM
HeobxoanMmocTn obecneveHuns 3aLunTbl

4.11. Jlnuo, ocyuwecTtersowee obpaboTky | 4.11. The person processing personal data
nepcoHanbHbIX AaHHbIX MO NOPYyYEHNo on behalf of the Company shall comply
OOuwecTtBa, 006s13aHO  cobnogaTtb with the principles and rules of personal
npuHUMNbl 1 npaBuna ob6paboTku data processing stipulated by law.
nepcoHanbHbIX OaHHbIX,
npeaycMOTPEHHbIE
3aKOHO4ATENbLCTBOM.

4.12. lMpn  HeobxogmmocTn  O6wectBo | 4.12. If necessary, the Company shall be
00s13aHo npegocTaBnUTb obliged to provide proof that it has legal
AoKasaTenbCTBO HanuMumsa y Hero grounds or that it has obtained the
3aKOHHbIX OCHOBaHMMW wnu akta personal data subject's consent to the
nonyyeHunsi cornacus cybbekTa processing of personal data.
nepcoHanbHbIX OaHHbIX HA 06paboTKy
nepcoHanbHbIX AaHHbIX.

5. KATETOPUU CYBBEKTOB 5. CATEGORIES OF PERSONAL DATA
NEPCOHANBbHbIX OAHHbIX SUBJECTS

5.1. K cybbektam, nepcoHanbHble gaHHble | 5.1. The subjects whose personal data are
KOTOPbIX obpabaTtbiBaloTcs B processed by the Company in
OOwectee B  COOTBETCTBMM  C accordance with the Policy include
MonuTtukon, oTHocATCA Nonb3oBaTenu Personal Account Users -
nnyHoro kabwHeTa — KoOHTpareHTtbl - Counterparties - individuals who have
du3snyeckme nuua, 3akouMBLLNE C entered into a civil law contract with the
OO6LulecTBOM [O0OroBOp  rpaxaaHCKo- Company.

NpaBOBOro Xapakrepa.
6. NIPUHUUNbI U LENN OBPABOTKU 6. PRINCIPLES AND PURPOSES OF
NEPCOHAJbHbIX OAHHbIX PERSONAL DATA PROCESSING

6.1. O6wectBo, saBngasice onepatopom | 6.1. The Company, being a personal data
nepcoHarnbHbIX OaHHBbIX, operator, shall process personal data of
ocyulecTBnsieT 0bpaboTky Personal Account Users.
nepcoHanbHbIX OaHHbIX
lMonb3oBaTtenen NMYHOro kabuHeta.

6.2. O6paboTka nepcoHanbHbIX AaHHbIX B | 6.2. The Company shall process personal

data considering the need to ensure
the protection of the rights and
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npas u cBoboan [lonb3oBatenen freedoms of Personal Account Users
nnyHoro kabvHeTa u Apyrux cybbekToB and other subjects of personal data,
nepcoHarnbHbIX AaHHbIX, B TOM 4Yucne including the protection of the right to
3aWunThI npaea Ha privacy, personal and family secrecy,
HEMNPUKOCHOBEHHOCTb YaCTHOW KU3HM, based on the following principles:
FINYHYIO U CEMEVIHYIO TaliHy, Ha OCHOBE

crnegyowmnx NPUHLMMNOB:

6.2.1. Ha npuHUMNe 3aKOHHOCTKN — 0bpaboTka | 6.2.1. on the principle of legality — personal
nepcoHanbHbIX  [aHHbIX  JOSbKHa data processing shall be carried out
OCYLLECTBNATLCHA HA 3aKOHHOW OCHOBE; on a lawful basis;

6.2.2. Ha  npuHUMNEe  KOHKpeTHocTM — | 6.2.2. on the principle of specificity —
obpaboTka nepcoHanbHbIX AaHHbIX personal data processing shall be
AOIKHA orpaHn4ymBaTbCS limited to the achievement of specific,
OOCTKEHNEM KOHKPETHbIX, 3apaHee predetermined purposes;
OrOBOPEHHBIX Lienewn;

6.2.3. Ha npuHUMNe To4HocTM — npu | 6.2.3. on the principle of accuracy — the
00paboTke nepcoHanbHbIX AaHHbIX processing of personal data shall
JomkHa  ObiTb  obecneveHa  umx ensure their accuracy and relevance;
TOYHOCTb M aKTyasnbHOCTb;

6.2.4. Ha npuHUMne koHdmaeHumanbHocTn — | 6.2.4. on the principle of confidentiality —
K obpaboTke nepcoHanbHbIX AaHHbIX only designated persons are allowed
JonyckalTcsi  TONMbKO  creuunansHo to process personal data and
Ha3Ha4eHHble niua n measures are taken to prevent
OCYLLeCTBATCA Mepbl no unauthorized transfer and (or)
HeJonyLWeHWI0 HeCaHKLMOHMPOBaHHON distribution of personal data;
nepegaym u (Mnu) pacnpocTpaHeHusi
nepcoHanbHbIX AaHHbIX;

6.2.5. Ha npuHumne nepcoHansHomn | 6.2.5. on the principle of personal
OTBETCTBEHHOCTM  —  creuuanbHo responsibility — specially appointed
Ha3HaYeHHble [OOSPKHOCTHble  nuua officials are responsible for
HecyT OTBETCTBEHHOCTb 3a compliance with the principles of
cobntogeHne npyHUMNoB obpaboTku m processing and fulfilment of the
BbIMNOSTHEHNE YCTaHOBMEHHbIX established procedures;
npouenyp;

6.2.6. Ha npuHUune pgoctaToyHocTM — | 6.2.6. on the principle of sufficiency — the
cogepxaHve n obbemMm MCrnonb3yeMblxX content and scope of personal data
nepcoHanbHbIX  AaHHbIX  AOSDKHbI used shall correspond to the
COOTBETCTBOBATb uenam nx purposes of their processing;
0bpaboTku;

6.2.7. Ha npuHUMne pasrpaHuyeHns goctyna | 6.2.7. on the principle of access
— cogepxaHne 6a3 nepcoHanbHbIX differentiation — the content of
OaHHbIX 1 OOCTYN K HUM AOMKHOCTHbIX personal data bases and the access
UL, JOMKHbI COOTBETCTBOBATbL LENsM of officials to them shall correspond to
06paboTkm n 06513aHHOCTSIM the purposes of processing and the
OOJDKHOCTHBIX NvL, (He JgonyckaeTtca obligations of officials (it is not
obbeanHeHne bas OaHHbIX, allowed to merge databases
cogepxalumx nepcoHasnbHble faHHble, containing personal data processed
0obpaboTKka KOTOpPbIX OCYLLECTBNSETCS for incompatible purposes).

B Uensx, HEeCOBMECTHbIX Mexay
cobon).
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6.3. [lepcoHanbHble naHHble | 6.3. Personal data shall be processed in the
obpabatbiBatotcs B Ob6uiectse B Company for the purposes of:
uenax:

6.3.1. obecneyeHusi cobniogeHus | 6.3.1. ensuring compliance with the
KoHctutyumm Poccuinckon ®egepaunn, Constitution of the Russian
3aKoHOoJaTemNbHbIX " MHbIX Federation, legislative and other
HOPMaTUBHbIX npaBoOBbIX aKToB regulatory legal acts of the Russian
Poccuickon denepaumun, nokanbHbIX Federation, local regulatory acts of
HOpMaTMBHbIX akToB O6LecTBa; the Company;

6.3.2. ncnonHeHus cynebHbix aktoB, akTtoB | 6.3.2. execution of judicial acts, acts of
OpYrMx OpraHoB MWNAM [AOMKHOCTHbIX other bodies or officials subject to
nuu, noanexatlyux WCMNOMHEHUIO B execution in accordance with the
COOTBETCTBMW C 3aKOHOOaTeNbCTBOM legislation of the Russian Federation
Poccuickon depnepauymm on enforcement proceedings;

06 UCNoNHUTENBHOM NMPOU3BOACTBE;

6.3.3. peructpauumn Ha carnte O6wectBa u | 6.3.3. registration on the Company's
naeHTudmkaumm gns goctyna B website and identification for access
NNYHbIN KabuHeT Ha cante O6LecTBa; to the personal account on the

Company's website;

6.3.4. B UHbIX 3aKOHHbIX LieNsx. 6.3.4. for other lawful purposes.

6.4. XpaHeHne nepcoHanbHbiX [AaHHbIX | 6.4. The personal data shall be stored in a
oCyLecTBnsieTcH B dopme, form that allows the personal data
No3BOJIAIOLLIEN OnpenenuTb cybbekTa subject to be identified for no longer
nepcoHasnbHbIX AaHHbIX He [onblue, than required for the purposes of
yeM aTOro TpebylT uenu obpaboTku personal data processing, unless the
nepcoHanbHbIX [aHHbIX, €Crn CPOoK period of personal data storage is
XpaHeHMs MepcoHarnbHbIX AaHHbIX He established by federal law or an
ycTaHoBMeH deaepanbHbiM 3aKOHOM agreement to which the personal data
UM OOroBOpoM, CTOPOHOM KOTOPOrO, subject is a party, beneficiary or
Bblrogonpuobperarenem unu guarantor.
nopyymTenem, No KOTOPOMy SIBMSETCS
CyOBbEeKT NepcoHanbHbIX AaHHbIX.

6.5. ObpabaTtbiBaemble nepcoHanbHble | 6.5. Processed personal data shall be
OaHHble YHUYTOXalTCA nnéo destroyed or impersonalized upon
obesnnunsaloTCca No AOCTMXKEHUMN achievement of the purposes of
uernen ob6bpaboTkm wunuM B criyvae processing or in case of loss of
yTpaTbl HEOOXOANMOCTU B OCTUXKEHNN necessity to achieve these purposes,
3TMX  Uenen, ecnMm  KHOe  He unless otherwise provided for by
npegycMoTpeHo deneparbHbIM federal law.
3aKOHOM.

7. NEPEYMEHb OBPABATbIBAEMbIX 7. LIST OF PROCESSED PERSONAL
NEPCOHAJbHbIX OAHHbIX DATA

7.1.  YNONHOMOYEHHbIE OOJPKHOCTHbIE Nuua | 7.1.  Authorized officers of the Company
OOwecTBa nony4yarot BCE receive all personal data of the subject
nepcoHanbHble [OaHHble CcyObekTa of personal data directly from the
nepcoHarnbHbIX OaHHbIX subject of personal data.
HenocpeaCTBEHHO OT Camoro cybbekTa
nepcoHanbHbIX AaHHbIX.

72. B COOTBETCTBUMN c uensamu, | 7.2. In accordance with the purposes
yKasaHHbiMM B nN. 6.3. HacTtosuen specified in clause 6.3. of this Policy,
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Monutukn, B ObwecTBe the following personal data shall be
obpabaTbiBatoTCA cnegyouiune processed in the Company:
nepcoHanbHble JaHHbIE:

7.21. dammnnsa, wums, otyectBo  (npu | 7.2.1. surname, first name, patronymic (if
Hanuumm), a Takke npexHue dammnums, any), as well as former surname, first
UMS1, OTYECTBO (NpW HanuMyuu), gata u name, patronymic (if any), date and
MECTO WX WU3MeHeHuss (B crydvae place of their change (in case of
N3MEeHeHus); change);

7.2.2. mecTO paboThi; 7.2.2. place of employment;

7.2.3. naeHTUMMKaLUMOHHBIN Homep | 7.2.3. taxpayer identification number (INN);
Hanoronnarensiumka (MHH);

7.2.4. Homep TenedoHa; 7.2.4. telephone number;

7.2.5. agpec aneKTpOHHON NOYThI. 7.2.5. e-mail address.

7.3. WVcnonb3oBaHue nepcoHanbHbiX | 7.3. Personal data may be used only in
OaHHbIX BO3MOXHO TOMbBKO B accordance with the purposes that
COOTBETCTBUM c Lensamu, determined their receipt.
onpeaenuBLUMW UX NOSyYeHMne.

7.4. He aonyckaetcs nepegaya | 7.4. Personal data may not be transmitted
nepcoHanbHbIX AaHHbIX MO Tenedowy, by telephone, facsimile or e-mail
aKkCUMUIBbHON CBSA3U N 3NEKTPOHHOM (without encryption).
no4yte (6e3 cpeacTs WNpoBaHNS).

7.5. OO6LwecTBO He ocyulectBnsieT | 7.5. The Company shall not process special
006paboTKy cneymnanbHbIX KaTeropumn categories of personal data relating to
nepcoHarnbHbIX OaHHbIX, KacaroLMxcs race, nationality, political views,
pacoBow, HauWoHansHon religious or philosophical beliefs,
NPUHaANEXHOCTH, NOSIUTUYECKNX intimate life, except as provided for by
B3rnsAos, penurnosHbIx unu the legislation of the Russian
dunocodcknx yoexaeHuin, UHTUMHOWN Federation.

XM3HW, 3a WUCKMIOYEHMEM Cryyaes,
NpeayCcMOTPEHHbIX
3aKoHOOaTenbCTBOM Poccuinckon
denepaumn.
8. NEPEYEHb OEUCTBUN C 8. LIST OF ACTIONS WITH PERSONAL
NEPCOHAINbHbLIMU QAHHBIMA U DATA AND METHODS OF THEIR
CNOCOBbl UX OBPABOTKHA PROCESSING

8.1. O6uwectBO ocyulecTBnsieT cbop, | 8.1. The Company shall collect, record,
3anucs, cucTemMaTusaumio, systematize, accumulate, store, clarify
HaKOMmeHne, XpaHeHue, YTOYHEHMne (update, change), extract, use, transfer
(obHoBNEHNME, N3MEHEHME), (disseminate, provide, access),
n3BrieyeHue, NCnonb30BaHue, impersonalize, block, delete and
nepegavy (pacnpocTpaHeHue, destroy personal data.
npegocrasneHue, aocTyn),
obesnnunBaHue, OrnokmpoBaHue,
yaaneHue " YHUYTOXEHNE
nepcoHarnbHbIX AaHHbIX.

8.2. B O6uwectBe wucnonb3ytotca pAea | 8.2. The Company uses two methods of
cnocoba o06paboTknm nepcoHanbHbIX personal data processing:

AaHHbIX:
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8.2.1. aBTOMaTM3MpOBaHHas obpaboTka | 8.2.1. automated processing of personal
nepcoHanbHbIX AaHHbIX — obpaboTka data - processing of personal data by
nepcoHanbHbIX AaHHbIX C MOMOLbIO means of computer equipment;
CpPeACTB BbIYMCNUTENBHON TEXHUKY;

8.2.2. pyuHass obpaboTka nepcoHanbHbiXx | 8.2.2. manual processing of personal data -
AaHHbIX — 00paboTka nepcoHanbHbIX processing of personal data without
AaHHbIx 6e3 Mcnonb3oBaHUsl CPeacTB the use of computing equipment.
BbIYMCIUTENBHON TEXHUKM.

9. CPOKU OBPABOTKUN U XPAHEHUSA 9. TERMS OF PERSONAL DATA
NEPCOHANBbHbIX OAHHbIX PROCESSING AND STORAGE

9.1. O6paboTka nepcoHanbHbIX AaHHbIX B | 9.1. Processing of personal data in the
ObuwecTtBe npekpawiaetcs B Company shall be terminated in the
cnegyoLwmnx crnyyasx: following cases:

— npu BbISIBIIEHUN hakTa —upon identification of the fact of
HenpaBoOMeEpPHOM obpaboTku unlawful processing of personal data.
nepcoHarnbHbIX OaHHbIX. Cpok The term of termination of processing -
npekpaweHs obpaboTkm - B TeueHne within 3 working days from the date of
3 (Tpex) pabounx pgHen c pathl discovery of such fact;

BbISIBNEHNS Takoro hakTa;

— npun OOCTVXKEHUN uenen nx —when the purposes of their
06paboTkm (3a HEKOTOPbIMU processing have been achieved (with
UCKINIOYEHUAMM); certain exceptions);

— N0 UCTEYEHUN CpoKa AENCTBUA Unn — upon expiration or revocation of the
npu oT3biBe CyObEKTOM NEpPCOHarbHbIX personal data subject's consent to the
AaHHbIX corracusa Ha obpaboTky ero processing of his/her personal data
nepcoHanbHbIX OaHHbIX (3a (with  certain exceptions), if in
HEKOTOPbLIMWU WCKITYEHUAMHN), eCnn B accordance with the Federal Law of
COOTBETCTBUM c depepanbHbIM 27.07.2006 No. 152-FZ “On Personal
3akoHom oT 27.07.2006 Ne 152-d3 «O Data” their processing is allowed only
nepcoHarnbHbIX AaHHbIX» X 06paboTka with consent;

AonyckaeTcsi TOMNbKO € cornacus;

— npun obpalyeHnn cybbekTa —when the personal data subject
nepcoHanbHbIX AaHHbIX K O6LecTBy ¢ appeals to the Company with a request
TpeboBaHneMm o] npekpaLleHnn to stop processing of personal data
06paboTKM NepcoHanbHbIX AaHHbIX (3a (except for cases provided for by part
UCKNoYeHneM cny4vaes, 5.1 of Article 21 of the Federal Law of
npeaycMoTpeHHbIx 4. 5.1 cT. 21 27.07.2006 No. 152-FZ “On Personal
depnepanbHoro 3akoHa ot 27.07.2006 Data”). The term of termination of
Ne 152-03 «O  nepcoHanbHbIX processing - not more than 10 business
AaHHbBIX»). Cpok npexkpaLleHus days from the date of receipt of the
obpaboTkn — He Gonee 10 (decaTn) request (with the possibility of
pabouMx OHenm C patbl MNONyYeHUs extension for not more than 5 business
TpeboBaHusA (c BO3MOXHOCTbIO days, if a notice on the reasons for
npogneHust He 6onee Yyem Ha 5 (MATb) extension is sent).

pabounx [OHEW, ecnu HanpaeleHo

yBegoMmIeHne o} npuynMHax

npoaneHuns).

9.2. TlepcoHanbHble AaHHble XxpaHaTca B | 9.2. Personal data shall be stored in a form
dopme, MO3BOMAOLEN OnpeaenuTb that allows to identify the subject of
cybbekTa nepcoHarnbHbIX AaHHbIX, HE personal data for no longer than
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Jonblue, 4em 3Toro TpebyloT uenu umx
obpaboTkn. WcknioyeHne - cnydawm,
Korga CpoOK XpaHeHuda nepcoHalribHbIX
OaHHbIX yCTaHoBneH deaeparnbHbIM
3aKOHOM, [OrOBOPOM, CTOPOHOM
KoTOporo, BblrogonpuobpeTartenem
UNU  nopyynTernem, Mo  KOTopomy
aBnseTca cybbekT  nepcoHarbHbIX
OaHHbIX.

required by the purposes of their
processing. Exception - cases when
the period of storage of personal data
is established by federal law, contract
to which the subject of personal data is
a party, beneficiary or guarantor.

9.3.

Cpok XpaHeHus nepcoHanbHbIX

OaHHbIX, obpabaTbiBaeMbIx B
WHPOPMALIMOHHbIX cuctemax
nepcoHanbHbIX [OaHHbIX,

COOTBETCTBYET CPOKY XpaHeHusA
nepcoHasibHbIX OaHHbIX Ha 6yMa)KHbIX
HOCUTENAX.

9.

3. The storage period of personal data
processed in personal data information
systems corresponds to the storage
period of personal data on paper.

10. NOPAOOK BJIOKUPOBAHUA U

YHUYTOXEHUA NEPCOHAIbHbIX
AAHHbIX

10. PROCEDURE FOR BLOCKING AND
DESTRUCTION OF PERSONAL DATA

KOTOpPbIX  MNpekpalleHa un3-3a ee
HENpaBOMEPHOCTU U NPaBOMEPHOCTb
00paboTkMm  KOTOPbIX  HEBO3MOXHO
o6ecneynTb, YHUUTOXAOTCS B TeYEHUE
10 (Oecatn) paboumx gHen ¢ paThl
BbISIBNEHUS HenpaBoMEepHOW
obpaboTku.

10.1. O6wecTBO GnokmpyeT nepcoHanbHble | 10.1. The Company shall block personal
AaHHble B MOpsAKE M Ha YCnoBMsX, data in accordance with the procedure
npeaycMOTPEHHbIX and under the conditions provided for
3aKoHOAaTeNbCTBOM B obnactu by the legislation in the field of personal
nepcoHanbHbIX AaHHbIX. data.

10.2. lMpu poctmwxeHun uenen obpabotkm | 10.2. Upon achievement of the purposes of
nepcoHanbHbIX OaHHbIX UNKU B crny4yae personal data processing or in case of
yTpaTbl HEO6X0AMMOCTU B AOCTUXKEHNM loss of necessity to achieve these
3TUX Uenen nepcoHarnbHble AaHHble purposes, personal data shall be
YHUYTOXalTCA nnéo destroyed or impersonalized. Federal
obesnuunBatoTcs. VicknodeHne MoxeT law may provide for an exception.
npegycmartpusaTb deaepanbHbIi
3aKOH.

10.3. HesakoHHO nonydeHHble | 10.3. lllegally obtained personal data or
nepcoHanbHble JaHHble unuM  Te, those that are not necessary for the
KOTOpblE HE ABMSTCA HEOOXOaUMbBIMU purpose of processing shall be
Ansi uenv o6paboTku, yHNUYTOXKAalOTCH B destroyed within 7 business days from
TeyeHue 7 (Cemu) paboumx gHewn co the date of submission of supporting
OHS npeacraBneHus cybbekTom information by the subject of personal
nepcoHanbHbIX OaHHbIX (ero data (his/her representative).
npeacTaBuTeNneM) MOATBEPKAALLMX
cBedeHu.

10.4. lMepcoHanbHble paHHble, obpaboTka | 10.4. Personal data whose processing has

been terminated due to its
unlawfulness and whose lawfulness
cannot be ensured shall be destroyed
within 10 business days from the date
of detection of unlawful processing.
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10.5.

lMepcoHanbHble [aHHble
yHuyTOXaTcs B Teyenne 30
(TpupuaTn) KaneHaapHbIX AHEW ¢ AaThl
OOCTWXeHnss uenu obpaboTku, ecnu
WHOE He MNpeayCMOTPEHO OOroBOPOM,
CTOPOHOW KoTOporo,
BblrogonpuobpeTtarenem unu
nopyYmMTenemM rno KOTOPOMY SBRsieTcs
CyOBbEKT  MepcoHamnbHbIX  AaHHbIX,
WHbIM COrMalleHneM MexXay HUM U
O6wectBom, nnbo ecnn O6LECTBO HE
BrnpaBse obpabaTbiBaTb NEpCOHamNbHbIE

10.5.

Personal data shall be destroyed within
30 calendar days from the date when
the purpose of processing is achieved,
unless otherwise provided for by the
contract to which the personal data
subject is a party, beneficiary or
guarantor, or by any other agreement
between the personal data subject and
the Company, or if the Company is not
entitted to process personal data
without the consent of the personal
data subject on the grounds provided

YHUYTOXEHUS NEepCoHaribHbIX AaHHbIX
0hopMAIAETCS akT 06 UX YHUUTOXKEHUN.
dopmMa akTa yTeepxaaeTcs Nnpukasom
reHeparnbHOro aMpekTopa.

JaHHble ©e3 cornacua  cybbekTa for by federal laws.
nepcoHanbHbIX OaHHbIX Ha

OCHOBaHWSIX, npeaycMOTPEHHbIX

denepanbHbIMU 3aKOHaMMU.

10.6. MNpu  poctmxkeHnn  makcumanbHbiX | 10.6. When the maximum retention period
CpOKOB XpaHeHus OOKYMEHTOB, for documents containing personal
copepxalmx nepcoHarbHble JaHHble, data is reached, personal data shall be
nepcoHarnbHble OaHHble destroyed within 30 calendar days.
yHuyTOXaTcs B Teyenne 30
(TpupuaTn) KaneHgapHbIX HER.

10.7. TepcoHanbHble daHHble | 10.7. Personal data shall be destroyed (if
YHUYTOXAOTCS (ECNN UX COXpaHeHue their preservation is not required for the
He TpebyeTca gna uenen obpaboTku purposes of personal data processing)
nepcoHanbHbIX AaHHbIX) B TeyeHne 30 within 30 calendar days from the date
(TpuguaTn) KaneHAapHLIX AHeW ¢ AaThl of receipt of the personal data subject's
NMOCTyNneHns  OT3biBa  CyOBEKTOM withdrawal of consent to their
nepcoHarnbHbIX AaHHbIX cornacus Ha processing. Otherwise may be
nx 06paboTky. WHoe MOXEeT stipulated by the contract to which the
npegycMmatpmeaTtb JOroBOpP, CTOPOHON personal data subject is a party,
KOTOpOro, BblrogonpuobpeTtarenem beneficiary or guarantor, or by any
UnuM  nopyyutenem no  KOToOpomy other agreement between the personal
aBnseTca cyObekT  nepcoHarbHbIX data subject and the Company. In
OaHHbIX, NHOE cornalleHne Mexagy HUM addition, personal data shall be
" ObuwecTBoM. Kpome Toro, destroyed within the specified period if
nepcoHanbHbIe OaHHble the Company is not entitled to process
YHUYTOXAIOTCA B YyKasaHHbIN  CPOK, them without the consent of the subject
ecnm O6wecTBO He BrnpaBse of personal data on the grounds
obpabatbiBaTte ux ©6e3 cornmacus provided for by federal laws.
cybbekTa nepcoHanbHbIX AaHHbIX Ha
OCHOBaHWSIX, NpeayCMOTPEHHbIX
denepanbHbIMU 3aKOHaMM.

10.8. YHuuTOXEHME nepcoHanbHbiX AaHHbIX | 10.8. The destruction of personal data shall
OCYLLLeCTBNSET KOMUCCUS, co3aHHasi be carried out by a commission
npuKasom reHepanbHOro AnpekTopa. established by order of the General

Director.
10.9. HenocpeacTtBeHHO nocne | 10.9. Immediately after the destruction of

personal data, an act on their
destruction shall be executed. The form
of the act shall be approved by the
order of the General Director.
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11. YTPO3bl BE3OMNMACHOCTH

11. PERSONAL DATA SECURITY

nepcoHanbHbIX AaHHbIX B Lensx
HacToswen MonMTukM NnpusHaTes:

NEPCOHAJbHbIX OAHHbIX THREATS

11.1. MNoa yrposamu ©esonacHoctn | 11.1. Threats to the security of personal data
nepcoHanbHbiX  AaHHbIX  Npu  UX during their processing by the
obpaboTke OOLWECTBOM MNOHMMAaETCs Company shall mean a set of
COBOKYMHOCTb YCNOBWUA W (pakTopoB, conditions and factors that create a risk
co3JaloLWmx puUck HaHeceHus yulepba of damage to the subject of personal
CyOBbEKTY nepcoHanbHbIX AaHHbIX B data as a result of unauthorized,
pesynbTaTe HeCaHKLMOHMPOBAHHOIO, B including  accidental,  destruction,
TOM YuCne CNy4YamHOro, YHUUTOXEHNS, modification, blocking, copying,
N3MeHeHNs, BGrnokupoBaHus, distribution and provision of his/her
KOMUPOBaHWS, PpacnpoCTpaHeHuss u personal data.
NpefoCTaBMNeHNsa  ero NepcoHarnbHbIX
AaHHbIX.

11.2. OcHoBHbIMM yrpo3ammu GesonacHoctn | 11.2. The main threats to the security of

personal data for the purposes of this
Policy are recognized as:

— HecaHKLMOHMPOBaHHOE
ncrnonb3oBaHne nepcoHarnbHbIX
JaHHbIX  JOMMKHOCTHBIMW  nUUamMu
OO6wecTBa, KOTOPbIE NONYYUNN AOCTYN
K nepcoHanbHbIM  AaHHbIM  Ans
WCTMONTHEHNS  CBOMX  [JOJDKHOCTHbIX
obs3aHHOCTEN;

— unauthorized use of personal data by
the Company's officials who have
accessed personal data to perform
their official duties;

- HecaHKLJ,I/IOHVIpOBaHHbIﬁ noctyn K

nepcoHarnbHbIM AaHHbIM c
MCMONMb30BaHMEM  LUTATHOrO WK
cneuuansbHo pa3paboTaHHOro
nporpaMMHoOro obecneyeHuns

JOMMKHOCTHbIX nuu, OOLecTBa N UHbIX
niu,  KOTOpble He  AOMyLeHbl K
nepcoHanbHbIM AaHHbIM;

— unauthorized access to personal data
using in-house or specially developed
software of the Company's officials and
other persons who are not allowed to
access personal data;

— yTedka nepcoHalibHblIX OaHHbIX MO
TEXHNYECKMM KaHanam.

—leakage of personal data through
technical channels.

12. MEPbI, MTIPUHUMAEMBbIE AN

OBECIEYEHUSA BbINONHEHUA
OBA3AHHOCTEN OMEPATOPA NPU
OBPABOTKE NMEPCOHAIbHbIX

12. MEASURES TAKEN TO ENSURE

FULFILLMENT OF THE OPERATOR'S
OBLIGATIONS IN PROCESSING
PERSONAL DATA

12.1.

OAHHbIX
C uenblo noagepxaHust OenoBoWn
penyTauuu " obecneyeHus
BbIMNOMNHEHUS TpeboBaHui

denepanbHoro 3akoHofaTenbCcTBa
O6LWecTBO cuYMTaeT  BaXHeuWumu
3agavyamu obecneyveHune
NErnTUMHOCTHU 06paboTkm
nepcoHarnbHbIX [OaHHbIX B OusHec-
npoueccax ObwecTBa 1 obecneveHme
Hagnexallero ypoBHSA ©e3onacHoCTu

12.1.

In order to maintain its business
reputation and ensure compliance with
the requirements of federal legislation,
the Company considers the most
important tasks to be ensuring the
legitimacy of personal data processing
in the Company's business processes
and ensuring an appropriate level of
security of personal data processed by
the Company.
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obpabaTbiBaeMbIX B ObuwecTtBe
nepcoHarnbHbIX OaHHbIX.

12.2.

PykoBogctBo OO6wectBa 0CO3HaeT
Ba)KHOCTb n HeobXxoAMMOCTb
obecneyeHus ©e3onacHocTn
nepcoHanbHbIX AaHHbIX W nooLupseT
NocTosiHHOE COBEpLUEHCTBOBAHME

CUCTEMbI  3alMTbl  MEepPCOHarbHbIX
AaHHbIX, obpabaTbiBaeMbIX B pamkax
BbINOSIHEHNS OCHOBHOWN AeATEeNbHOCTU
ObuecTBa.

12.2. The Company's management
recognizes the importance and
necessity of personal data security and
encourages continuous improvement
of the personal data protection system
processed within the framework of the
Company's core business.

12.3.

O6uwecTtBOo npegnonaraet OoCTUYb
CHMXXEHUSI BEPOSATHOCTM peanusauun
yrpo3 6e30MacHOCTU NepcoHarbHbIX
AaHHbIX 33  CYeT  npoBeaeHus
cbanaHcUpoBaHHOWN OpraHn3aLnoHHON
N TEXHUYECKOWN MOSTUTUKMN.

12.3. The Company expects to achieve a
reduction in the probability of personal
data security threats through a
balanced organizational and technical

policy.

13. KOHTPOIlb 3A COBJTIIOAEHMEM

3AKOHOOATENBCTBA
POCCUWUCKOWN ®EQEPALIMU U
NOKAJIbHbIX HOPMATUBHbIX
AKTOB B OBJIACTU
NEPCOHAINBbHbIX OAHHbIX, B
TOM YUCIE TPEBOBAHUM K
3ALLUTE NEPCOHAIJIbHbIX
AAHHbIX

13. CONTROL OVER COMPLIANCE WITH
THE LEGISLATION OF THE RUSSIAN
FEDERATION AND LOCAL
REGULATIONS IN THE FIELD OF
PERSONAL DATA, INCLUDING
REQUIREMENTS TO PERSONAL
DATA PROTECTION

13.1.

KoHTponb cobntogeHna ObuecTsom
3aKoHogaTenbCcTBa Poccuinckon
depnepaumm " nokanbHbIX
HopmaTuBHbIX akToB Ob6llecTBa B
obnacTM nepcoHanbHbIX AdaHHbIX, B
TOM u4ucne TpeboBaHMIA K 3awuTe

nepcoHanbHbIX [aHHbIX,
OCYLLECTBNAETCA C Lerbl MPOBEPKM
COOTBETCTBMSA obpaboTkn
nepcoHanbHbIX AaHHbIX B ObliecTBe
3aKkoHoOaTesibCTBY Poccuinckon
denepaumm n nokarnbHbIM

HopmaTMBHbIM akTam Ob6uwecTBa B
obnacTu nepcoHanbHbIX [daHHbIX, B
TOM 4ucrie TpebOBaHWSM K 3awuTe
nepcoHanbHbIX [AaHHbIX, a Takke
MPUHATLIX Mep, HamnpaBneHHbIX Ha
npegoTBpalleHne " BbISiBNeHne
HapyLleHWi 3akoHodaTenbLCcTBa
Poccuiickon ®epepaummn B obnactu
NMepCcoHarnbHbIX [OaHHbIX, BbISBEHMUS
BO3MOXHbIX  KaHarnoB  yTeYkn MU
HEeCaHKUMOHMPOBAHHOrO JocTyna K
nepcoHanbHbIM AaHHbIM, YCTpPaHeHUs
NnocrneacTBUN TakUX HapyLLUEHUN.

13.1. Control over the Company's
compliance with the legislation of the
Russian Federation and local
regulatory acts of the Company in the
field of personal data, including
requirements to the protection of
personal data, shall be exercised in
order to verify compliance of personal
data processing in the Company with
the legislation of the Russian
Federation and local regulatory acts of
the Company in the field of personal
data, including requirements to the
protection of personal data, as well as
measures taken to prevent and detect
violations of the legislation of the
Russian  Federation and local
regulatory acts of the Company in the
field of personal data, including
requirements to the protection of
personal data.
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cobntoaeHne TpeboBaHui
3aKoHogaTenbCcTBa Poccuinckon
denepaumm " nokanbHbIX

HopmaTuMBHbIX akToB Obuwectea B
obracT nepcoHanbHbIX AaHHbIX, a
Takke 3a obecneyeHne
KOHMAEHUMaNsHOCTH "
©e30nacHOCTU NepCcoHanbHbIX AaHHbIX
Bo3naraeTcs Ha pyKoBoOaUTENEN
oTAenoB, 3aHMMarowmuxcs o6paboTkomn
nepcoHarnbHbIX AaHHbIX.

13.2. BHyTpeHHMI koHTponb cobniogeHusa | 13.2. Internal control over the Company's
O6uecTBom 3aKoHoAaTenscTBa compliance with the legislation of the
Poccuinckon degepauum n nokanbHbIX Russian Federation and local
HopMaTuBHbIX aktoB O6uwectsa B regulatory acts of the Company in the
obnactn nepcoHanbHbIX AdaHHbIX, B field of personal data, including
TOM u4ucne TpeboBaHMI K 3awuTe requirements to the protection of
nepcoHarnbHbIX OaHHbIX, personal data, shall be exercised by
ocyLecTBnsieTcd nnuom, the person responsible for the
OTBETCTBEHHLIM 3@  OpraHu3aumio organization of personal data
06paboTkn nepcoHarnbHbIX OaHHbLIX B processing in the Company.
ObuecTBe.

13.3. BHyTpeHHun koHTponb cootBeTcTBUA | 13.3. Internal control over compliance of
06paboTkn nepcoHanbHbIX  AaHHbIX personal data processing with the
degepanbHoMy 3akoHy ot 27.07.2006 Federal Law of 27.07.2006 No. 152-FZ
Ne 152-®3 «O  nepcoHanbHbIX “On Personal Data” and local
AaHHbIX» N NPUHATLIM B COOTBETCTBUN regulations adopted in accordance
C HWUM fOKasnbHbIM HOPMATMBHbLIM therewith, personal data protection
aktam, TpeboBaHMAM K  3awwuTte requirements, this Policy, local
nepcoHanbHbIX AaHHbIX, HaCcTosLen regulations of the Company shall be
MonuTuKKn, NokaneHbIM HOPMAaTUBHbBIM carried out by an employee with
aktam  Ob6uwectBa  ocywecTenseT assigned responsibilities.
pabOTHUK C BO3MNOXEHHbIMW Ha Hero
065A3aHHOCTAMM.

13.4. lMepcoHanbHas oTeeTcTBeHHOCTb 3a | 13.4. Personal responsibility for compliance

with the requirements of the legislation
of the Russian Federation and local
normative acts of the Company in the
field of personal data, as well as for
ensuring confidentiality and security of
personal data rests with the heads of
departments involved in the processing
of personal data.

14. NPABA CYBbEKTOB

14. RIGHTS OF PERSONAL DATA

HEeTOYHbIMU, HE3AKOHHO MOJTy4YeHHbIMW
NN He ABNAKTCA HeO6XO,EI,I/IMbIMI/I ana
3asBMIEHHON Lienn 00paboTku, a Takke
npUHUMaThb NpPeLyCMOTPEHHbLIE
3aKOHOM Mepbl M0 3alUnTe CBOMX Npas.

NMEPCOHAINBbHBIX OAHHbIX SUBJECTS
14.1. Cybbekt nepcoHanbHbix  gaHHbix | 14.1. The subject of personal data has the
BnpaBe TpebosaTb oT O6ulecTBa right to demand from the Company to
YTOYHEHUST  CBOWUX  MNepCcoHarbHbIX clarify his/her personal data, block or
OaHHbIX, WX OnoKMpoBaHUS  UNn destroy them in cases when personal
YHUUYTOXEHUSs B Crniyyasix, ecnu data are incomplete, outdated,
nepcoHanbHble [aHHble SABMATCA inaccurate, illegally obtained or are not
HEMNOsHbIMMU, yCTapeBLINMMU, necessary for the stated purpose of

processing, as well as to take
measures provided for by law to protect
his/her rights.
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14.2. Cybbekt nepcoHanbHbiXx  AaHHbiX | 14.2. The personal data subject has the right
nveet npaso notpeboBaTb to demand the termination of the
npekpaLleHns nepegaun transfer (distribution, provision, access)
(pacnpocTpaHeHusl, npefocTaBneHus, of personal data previously authorized
AoCTyna) nepcoHanbHbIX  OaHHbIX, by the personal data subject for
paspeLleHHbIX cybbekToM distribution.
nepcoHarnbHbIX OaHHbIX ans
pacnpocTpaHeHUs paHee.

14.3. Cybbekt nepcoHanbHbiXx  AaHHbiX | 14.3. The personal data subject has the right
umeet npaso Ha nonyveHue to receive information regarding the
WHcpopmaLum, KacatoLemncs processing of his/her personal data,
ob6paboTku ero nepcoHarnbHbIX including information containing:
OaHHbIX, B TOM YMCne coaepKallen:

14.3.1 noatBepxaeHne ¢akta obpabotkmn | 14.3.1. confirmation of the fact of personal
nepcoHarnbHbIX AaHHbIX O6LWecTBOM; data processing by the Company;

14.3.2 npaBoBble  OCHoBaHus 1  uenu | 14.3.2. legal grounds and purposes of
06paboTKM NepcoHarnbHbIX OaHHbIX; personal data processing;

14.3.3 uenn n npumeHsiemble B OOuwectBe | 14.3.3. the purposes and methods of
cnocobbl 06paboTkM nepcoHanbHbIX personal data processing applied by
JaHHbIX; the Company;

14.3.4 HanmeHoBaHNe U MecTo HaxoxaeHus | 14.3.4. name and location of the Company,
O6uwecTBa, cBedeHus o nuuax (3a information on persons (except for
WCKMIOYEHNEM paboTHMKOB the Company's employees) who have
OG6LecTBa), KOTOpbIE MMEIOT AOCTYN K access to personal data or to whom
nepcoHanbHbIM AaHHbIM UITM KOTOPbIM personal data may be disclosed on
MOryT ObITb PacKpbITbl NEPCOHANbHbIE the basis of an agreement with the
OaHHble Ha OCHOBaHUKM [OroBopa C Company or on the basis of the
O6wecTBOM wNM  Ha  OCHOBaHWU Federal Law dated 27.07.2006 No.
depepanbHoro 3akoHa ot 27.07.2006 152-FZ “On Personal Data”;

Ne 152-03 «O nepcoHanbHbIX
OaHHbBIX»;

14.3.5 obpabaTtbiBaemble nepcoHaneHble | 14.3.5. personal data being processed
JaHHble, OTHOCSLLMECs K relating to the relevant personal data
COOTBETCTBYIOLLEMY cybbekTy subject, the source of their receipt,
nepcoHanbHbIX AaHHbBIX, UCTOYHUK UX unless another procedure for the
nonyyeHnsi, ecrnm WHOW  NOPSAOK submission of such data is provided
npeacTaBneHuss Takux [OaHHbIX He for by Federal Law No. 152-FZ “On
npegycmoTpeH depepanbHbIM Personal Data” dated 27.07.2006;
3akoHoM oT 27.07.2006 Ne 152-®3 «O
nepcoHasnbHbIX AaHHbIXY;

14.3.6 cpokn 00paboTkm nepcoHanbHbix | 14.3.6. the terms of personal data
AaHHbIX, B TOM 4UCME CPOKM WUX processing, including the terms of
XpaHeHus:; their storage;

14.3.7 nopsgok ocywectBneHus cybowvektom | 14.3.7. procedure for exercising by the
nepcoHarnbHbIX OaHHbIX npas, subject of personal data of the rights
npeayCcMOTPEHHbIX denepanbHbIM provided for by the Federal Law of
3akoHoOM oT 27.07.2006 Ne 152-®3 «O 27.07.2006 No. 152-FZ “On Personal
NnepcoHanbHbIX AaHHbIXY; Data”;

14.3.8 nHpopmaumio 06 ocyulecteneHHon | 14.3.8. information on the realized or

unm o] npegnonaraemomn
TpaHCrpaHU4HOM nepeaayve AaHHbIX;

supposed cross-border transfer of
data;
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14.3.9 HanmeHoBaHMe unu amMununi, UMs,

OTYECTBO " agpec nvua,
OCYLLEeCTBNAIOLLENO obpaboTky
nepcoHarsnbHbIX OaHHbIX no
nopy4eHunto ObuwecTBa, ecnm
obpaboTka nopyyeHa wnu Oyaet

nopyyeHa Takomy niuy;

14.3.9. the name or surname, first name,
patronymic and address of the
person who processes personal data
on behalf of the Company, if the
processing is or will be entrusted to
such a person;

14.3.10 uHblE CBEaeHus, NpeayCMOTPEHHbIE
deneparnbHbIM 3aKOHOM oT
27.07.2006 Ne 152-93 «O

nepcoHanbHbIX AaHHBIX» UK APYrMMK
deaepanbHbIMU 3aKOHaAMM.

14.3.10. other information provided for
by Federal Law No. 152-FZ dated
27.07.2006 “On Personal Data” or
other federal laws.

15. OBA3AHHOCTU OBLLUECTBA NO
OTHOLUEHMIO K CYBbEKTAM
NEPCOHAIbHbIX JAHHbIX

15. OBLIGATIONS OF THE COMPANY IN
RELATION TO PERSONAL DATA
SUBJECTS

15.1. B cootBetctBUM C TpeboBaHUSMU
®epnepanbHoOro 3akoHa ot 27.07.2006
Ne 152-03 «O  nepcoHanbHbIX

JaHHbIX» ObLecTBo 06a3aHO:

15.1. In accordance with the requirements of
the Federal Law dated 27.07.2006
No. 152-FZ “On Personal Data”, the

Company shall:

15.1.1 npegocTaBnaTb cybbekty | 15.1.1. to provide the subject of personal
nepcoHanbHbiX  [aHHbIX MO  ero data, upon his/her request, with
3anpocy WHgopMaLuo, KacarLycs information concerning the
0bpaboTkm ero nepcoHanbHbIX processing of his/her personal data,
OaHHbIX, nm6o Ha 3aKOHHbIX or to provide a refusal on legal
OCHOBaHUsIX NPedoCTaBnNTb OTKa3s; grounds;

15.1.2 no TpeboBaHuto cybbekta | 15.1.2. at the request of the personal data
nepcoHanbHbIX  AaHHbIX  YTOYHATb subject to clarify the personal data
obpabaTbiBaeMble nepcoHarnbHble being processed, block or delete if
AaHHble, OrnokupoBaTb UNKU yaansTb, the personal data is incomplete,
ecnu nepcoHarnbHble JaHHble outdated, inaccurate, illegally
ABNATCA HenomnHbIMMU, obtained or not necessary for the
ycTapeBLmnmu, HEeTOYHbIMMU, stated purpose of processing. And
HE3aKOHHO TMOSTyYEeHHbIMW UNN  He also ensure blocking, deletion in case
ABMAOTCA HeobxooMMbIMU ans personal data processing is carried
3agBneHHon uenn obpaboTkn. A out by another person acting on
Tarke obecneuntb 6GnoknpoBaHue, behalf of the operator;
yaaneHue B cnydae, ecnu obpaboTka
nepcoHarnbHbIX OaHHbIX
OCyLLecTBnsieTcs  ApYrum  JNIALOM,

AENCTBYOLLUM no NnopyYeHuto
onepaTopa;
15.1.3 yBegomnsTb cybbekTa nepcoHanbHbix | 15.1.3. notify the subject of personal data

AaHHbIX 06 06paboTKke NepcoHanbHbIX

JaHHbIX B TOM Cchfydyae, ecnu
nepcoHarnbHble AaHHble Gbinu
MonyYeHbl He oT cybbekTa
nepcoHarnbHbIX OaHHbIX (3a
UCKITHOYEHMEM cnyyaes, Korga
Cy6bEKT NepcoHarnbHbIX AaHHbIX YXe
yBegomneH o6  ocyllecTBReHum

about the processing of personal data
in the event that personal data was
not received from the subject of
personal data (except for cases when
the subject of personal data has
already been notified about the
processing of his/her personal data
by the respective operator);
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cybbekTa 0 npekpallieHmm obpaboTkm
nepcoHasnbHbIX OaHHbIX B Lensix

obpaboTkm ero nepcoHanbHbIX
OaHHbIX COOTBETCTBYIOLLUM
onepaTtopom);

1514 8B cnyyae OOCTXKEHUA uerm | 15.1.4. if the purpose of personal data
00paboTkn nepcoHanbHbIX AaHHbIX processing is achieved, immediately
He3amMmeanmMTensHo npekpaTnTb stop processing of personal data and
00paboTKy nepcoHanbHbIX AAHHbLIX U destroy or impersonalyze the relevant
YHUYTOXUTD nnbo 06e3nnunTb personal data within a period not
COOTBETCTBYIOLLME nepcoHanbHble exceeding 30 calendar days from the
AaHHble B CPOK, He npeBbiwatowmn 30 date of achievement of the purpose of
(TpupuaTtn) KaneHOapHbIX [AOHeW C personal data processing, unless
AaTbl OOCTUXeHUs uenu obpaboTku otherwise provided for by federal
nepcoHanbHbIX AaHHbIX, €CNN UHOE He laws. Or ensure destruction,
npeaycMoTpeHO deaepanbHbIMU impersonalization in case the
3aKoHaMMW. JInéo obecneunTtb personal data  processing is
YHUYTOXEHNE, 00e3nuunBaHue B performed by another person acting
cnyJae, ecnm obpaboTka on behalf of the operator. Notify the
nepcoHarnbHbIX OaHHbIX subject of personal data or his/her
OCcyllecTBRAeTca  ApYyrum  NALIOM, legal representative, and if the appeal
AENCTBYOLL UM no NnopyYeHuto or request was sent by the authorized
onepatopa. YBegomute 006 3TOM body for the protection of the rights of
cybGBbeKTa NepcoHanbHbIX AaHHbIX UK personal data subjects, also the said
€ro 3aKOHHOro npeacraBuTens, a B body;
cny4ae, ecnv obpalleHve unm 3anpoc
ObINM HanpaBneHbl YNONHOMOYEHHbBIM
OpraHom Mo 3aliMTe npae CyObEKTOB
nepcoHarnbHbIX OaHHBbIX, Takke
yKa3aHHbI OpraH;

15158 cnyyae oTt3biBa cybbektom | 15.1.5. in case the personal data subject
nepcoHarnbHbIX AaHHbIX cornacus Ha revokes his/her consent to the
00paboTky CBOMX  MNEepCOHanbHbIX processing of his/her personal data,
AaHHbIX  Mpekpatutb  06paboTky terminate the processing of personal
nepcoHanbHbIX AaHHbIX U YHUUMTOXNUTb data and destroy the personal data
nepcoHanbHble OaHHble B CPOK, He within a period not exceeding 30
npesblLLaOLLNA 30 (TpuguaTn) calendar days from the date of receipt
KaneHgapHbIX aHen c aarbl of the said revocation, unless
NOCTYNIEHNA  YKa3aHHOro OT3bIBa, otherwise provided by the agreement
ecnM  MHoe He  npefycMOTPEeHO between the Operator and the
cornawennem mexagy OnepaTopom u personal data subject. Or ensure
CybbeKkTOM nepcoHanbHbIX OaHHbIX. termination of personal data
Jinbo obecneunTb  npekpalleHue processing and its destruction in case
06paboTkn nepcoHarnbHbIX OaHHbLIX U personal data  processing is
UX YHUYTOXEHME B cryvae, ecnu performed by another person acting
00paboTka nepcoHanbHbIX AaHHbIX on behalf of the Operator. The
ocyulecTBnsieTcss  APYrMM  NULOM, Company shall notify the subject of
OEeNCTBYOLLINM no nopy4yeHunio personal data about the destruction
oneparopa. 06 YHUUTOXEHNN of personal data;
nepcoHanbHbIX AaHHbix O6LecTBo
00s3aHo yBEAOMUTb cybbekTa
nepcoHanbHbIX AaHHBIX;

15.1.6 B cnyyae noctynneHunss TpeboBaHusa | 15.1.6. in case of receipt of the subject's

request to stop processing of
personal data in order to promote
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WCKINIOYEHNeM crny4aes, OTAenbHO
yKkasaHHbIX B PefjepanbHOM 3aKoHe OT
27.07.2006 Ne 152-03 «O
nepcoHanbHbIX AaHHBIX».

nNpoABMXEeHMs TOBapoB, paboT, ycnyr goods, works, services on the
Ha pblHKE HEMeaNeHHO MpekpaTuTb market, immediately stop processing
006paboTKy nepcoHanbHbIX AaHHbIX. of personal data. Or ensure
JInbo obecneuntb  NpekpallieHne termination of personal data
06paboTkn nepcoHanbHbIX AaHHbIX B processing in case personal data
cnydvae, ecnu obpaboTka processing is carried out by another
nepcoHarnbHbIX OaHHbIX person acting on behalf of the
ocyliecTBndaeTcda  Opyrum - nULIOM, operator;

AENCTBYOLLUM no nopyYeHunto

onepaTopa;

15.1.7 B cnyyae noctynneHus TtpebosaHus | 15.1.7. if the Company receives a request
cyObekTa nepcoHanbHbIX AaHHbIX O from a personal data subject to cease
npekpaLleHnn nepegayu transfer  (distribution,  provision,
(pacnpocTpaHeHus, NpefoCTaBneH s, access) of personal data previously
JOCTyna) nepcoHamnbHbIX  OaHHbIX, authorized by the personal data
paspeLleHHbIX cybGBbeKTOM subject for distribution, the Company
nepcoHarsnbHbIX JaHHbIX ans shall cease transfer (distribution,
pacnpocTpaHeHusi paHee, O6LLeCcTBO provision, access) of such personal
0653aHo B TeyeHune 3 (Tpex) paboumnx data within 3 business days of receipt
OHen C  MOMEHTa  Mony4yeHus of the personal data subject's
TpeboBaHusi cybbekTa nepcoHarnbHbIX request;

AaHHbIX npekpaTuTb nepegavy
(pacnpocTpaHeHue, npeaocTaBneHmve,
[OCTYM) 3TUX NEPCOHanbHbIX AaHHbIX;

15.1.8 npu cbope nepcoHanbHbIX AaHHbIX, B | 15.1.8. when collecting personal data,
TOM yucrne nocpeacTsom including through the information and
MHOPMaLIMOHHO- telecommunications network
TENEKOMMYHUKALMOHHOWN cetn “Internet”, to ensure recording,
«MHTepHeT», obecneunTb 3anuce, systematization, accumulation,
cucTemaTmsaumio, HakonneHue, storage, clarification (update,
XpaHeHue, yToyHeHue (obHoBNeHue, change), extraction of personal data
N3MeHeHue), n3sreveHne of citizens of the Russian Federation
nepcoHanbHbIX  OaHHbIX  rpaxgaH using databases located on the
Poccuinckon depnepaunn c territory of the Russian Federation,
MCNonb30BaHMEM 0a3 OaHHBbIX, except for cases separately specified
HaxoadaLmxcs Ha Tepputopumn in the Federal Law dated 27.07.2006
Poccuinckon depepaumm, 3a No. 152-FZ “On Personal Data”.

16. OTBETCTBEHHOCTb 3A
HAPYLUEHMUE HOPM,
PErynmpyrowmnx osPABOTKY
NEPCOHAJIbHbIX OAHHbIX

16. LIABILITY FOR VIOLATION OF THE

NORMS REGULATING THE
PROCESSING OF PERSONAL DATA

16.1.

Jlvua, BMHOBHbBIE B HApyLUEHUU HOPM,
perynupyroLmnx nony4vyeHune, obpadoTky

M 3alnUTy MEepCcoHanbHbIX  AaHHbIX,
HecyT OVCUUNIIVHAPHY!HO,
afMUHUCTPAaTUBHY!O, rpaxaaHcKo-
npaeoByto " YTOMNOBHY10

16.1.

Persons guilty of violating the norms
governing the receipt, processing and
protection of personal data shall bear
disciplinary, administrative, civil and
criminal liability provided for by the
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OTBETCTBEHHOCTb, nNpenyCcMOTPEHHYH
OENCTBYIOLLMM 3aKoHOaaTeNnbCTBOM
Poccuinckon ®enepaumm.

current legislation of the Russian
Federation.

16.2.

Ecnu npaBa n 3akoHHble WHTEpechI
cybbekta nepcoHarnbHbIX  AaHHbIX
Obln  HapyweHbl B CBA3NW C
pasrnaileHvem nHopmauuu,
cogepxawen ero nepcoHarnbHble
AaHHbIe, UMW UHBIM HenpaBOMEPHbIM
MCNonb30BaHNEM Takon MHdOopmauuuy,
OH Brnpase obpaTtutbcs B
yCTaHOBNEHHOM nopsiake 3a cyaebHon
3alNTON CBOUX MpaB, B TOM 4ucne ¢

MCKamMnm O BO3MeELWlEeHUN y6bITKOB,
KOMMNeHcauun MoparbHoro Bpeaa,
3anuTte 4yecTtu, AOOCTOMHCTBa n

aenosoi penyTtauuun. TpeboBaHue O
BO3MELLEHNN YObITKOB HE MOXET BbITb

YAOBMNETBOPEHO B crnyvae
npegobABneHnA ero nmgomMm,
He npuHnmMmasLLnM mMep no
cobniogeHnto

KOHMAEeHLMansHOCTN NHopMaLmMm

UMM HapyLUMBLUMM  YCTaHOBNEHHbIE
3aKoHOOaTenNbCTBOM Poccuickon
depepauun TpeboBaHus O 3awmTe
WHpopMaunn, ecnn NpUHATME ITUX
Mep 1 cobntogeHne Takux TpeboBaHUn
SBNANUCb  00A3aHHOCTAMU  OAHHOIO
nuua.

16.2.

If the rights and legitimate interests of
the subject of personal data have been
violated due to disclosure of
information containing his/her personal
data or other unlawful use of such
information, he/she shall have the right
to seek judicial protection of his/her
rights in accordance with the
established  procedure, including
claims for damages, compensation for
moral harm, protection of honor, dignity
and business reputation. A claim for
compensation of losses may not be
satisfied in case it is made by a person
who has not taken measures to
maintain confidentiality of information
or who has violated the information
protection requirements established by
the legislation of the Russian
Federation, if taking such measures
and complying with such requirements
were the obligations of this person.
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